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ABSTRACT

The advent of malicious code has increased exponentially due to the spread of malicious code generation tools in
accordance with the development of the network, but there is a limit to the response through existing malicious code
detection methods. According to this situation, a machine learning-based malicious code detection method is evolving, and in
this paper, the feature of data is extracted from the PE header for machine-learning-based malicious code detection, and then
it is used to automate the malware through autoencoder. Research on how to extract the indicated features and feature
importance. In this paper, 549 features composed of information such as DLL/API that can be identified from PE files that
are commonly used in malware analysis are extracted, and autoencoder is used through the extracted features to improve the
performance of malware detection in machine learning. It was proved to be successful in providing excellent accuracy and
reducing the processing time by 2 times by effectively extracting the features of the data by compressively storing the data.
The test results have been shown to be useful for classifying malware groups, and in the future, a classifier such as SVM
will be introduced to continue research for more accurate malware detection.
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Fig. 9. Autoencoder with Dropout(0.2)
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